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DETAILED ACTION 

1 . - This Office Action is in response to Applicant's Request for Continued 
Examination (RCE) filed on 8/23/2004. Claim 1 has been amended. Claim 8 has 
been cancelled. Claims 1-7 are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 1-2 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Debry (U.S. Patent No. 6,314,521, hereinafter Debry ['521]) in view of 
Newton et al. (U.S. Patent No. 5,771,291, hereinafter Newton) and further in view 
of Tatebayashi (U.S. Patent No. 6,654,883). 

In respect to claim 1 , Debry ['521 ] discloses "a network connectable to a 
printer and a registration server, a network registration protocol for registering the 
printer on the network, including the steps of 

installing a secret unique identifier in the printer and in a database of the 
registration server, before the printer is connected to the network (see col. 8, 
lines 56-64); 
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transmitting unique identifications of the printer to the registration server 
and receiving the unique identification in the registration server, when the printer 
is connected to the network (see col. 6, lines 36-43); and 

Debry discloses authenticating the printer to the server by comparing the 
unique identifier sent from the printer in encrypted form and in clear using 
printer's encryption key stored in the server's database to decrypt the encrypted 
unique identifier. Debry does not explicitly disclose said identifier is a unique 
secret identifier and is used by the server to compare with the unique secret 
identifier of the printer stored in the server's database in order to authenticate the 
printer. However, Newton discloses a user sends a unique identification key 
from a CD-ROM Disk to a server and the server decrypts the unique identification 
key and compare said key with what is stored in the server database and verifies 
the user's identity (see Newton, col. 4, lines 9-27). Furthermore, Tatebayashi 
discloses a device authentication and encrypted communication system between 
plurality of user devices and a system device. The user device transmits a piece 
of key capsule data (encryption key) to the system device (see Tatebayashi, col. 
3, 17-63). Therefore, it would have been obvious to one of ordinary skill in the art 
at the time the invention was made to modify the teaching of Debry's 
authenticating the printer by comparing printer unique identifier sent in encrypted 
form and in clear using printer's encryption key stored in the server to decrypt the 
encrypted message with the teaching of Newton's teaching of authenticating a 
user identity by comparing user to the one stored in the server's database to 
prevent user from sharing password (Newton, col. 1 , lines 9-20) with 
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Tatebayashi's authentication between plurality of user devices with system 
device to confirmed the legitimacy of the other to ensure security of valuable data 
is protected from tampering by third party while being sent on the communication 
path (Tatebayashi, col. 1, lines 10-22). 

In respect to claim 2, Debry ['521], Newton and Tatebayashi disclose the 
network registration protocol according to claim 1, including the further step of 
holding unique secret identifier in non-volatile memory in said printer together 
with a public unique identifier (see Debry, col. 9, lines 15-23) 

3. Claims 3-7 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Debry (U.S. Patent No. 6,314,521) hereinafter Debry ['521] in view of 
Newton et al. (U.S. Patent No. 5,771 ,291 , hereinafter Newton) and Tatebayashi 
(U.S. Patent No. 6,654,883) and further in view of Debry (U.S. Patent No. 
385,728) hereinafter Debry [728] 

In respect to claim 3, Debry ['521], Newton and Tatebayashi disclose the 
network registration protocol according to claim 2, including the further step of 
"creating a public key together with its paired private key in said printer". 
However, Debry [728] discloses an encryption key can be generated in a printer 
(see col. 10, lines 12-19). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to implement of the 
teaching of Debry [728] to generate key in the printer instead of generate the key 
by the printer's manufacture as taught by Debry [521] for better protection of the 
key from the third party like the manufacture of the device. 
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In respect to claim 4, Debry ['521], Newton, Tatebayashi and Debry [728] 
disclose the network registration protocol according to claim 3. Debry [728] 
further discloses a printer sending a request with the printer's public key to the 
file server (col. 13, lines 49-53, col. 13, line 65-col. 14, line 2). 

In respect to claim 5, Debry ['521], Newton, Tatebayashi and Debry 
disclose the network registration protocol according to claim 4. Debry ['521] 
further discloses the step of testing the received secret unique identifier and 
public unique identifier in the remote registration server to verify the identity of 
the printer (see col. 8, line 65-col. 9, line 35). 

In respect to claim 6, Debry ['521], Newton, Tatebayashi and Debry [728] 
disclose the network registration protocol according to claim 5. Debry ['521] 
further discloses "said printer obtaining said registration server's certificate, 
authenticating it with reference to a certificate authority, using a public key- 
exchange key in said certificate to exchange a secret session key with the 
server, and then use said secret session key to encrypt said transmission (see 
col. 9, lines 15-34). 

In respect to claim 7, Debry ['521], Newton, Tatebayashi and Debry [728] 
disclose the network registration protocol according to claim 6. Debry ['521] 
further discloses " in the event the printer's identity is verified, of creating and 
signing a certificate containing said printer's public unique identifier and public 
signature key, in said server; and storing the printer's certificate in a database for 
retrieval by third parties wishing to exchange data with the printer" (see col. 6, 
lines 52-64, col. 5, line 65-col. 6, line 12). 
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Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

-Chan et al. Disclose a secure printing system in a distributed computing 
environment. 

-Lee discloses a Java printer for printing documents base on Java 
commands. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Tongoc Tran whose telephone number is 
(571 ) 272-3843. The examiner can normally be reached on 8:30-5:00 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gregory A. Morse can be reached on (571) 272-3838. 
The fax phone number for the organization where this application or proceeding 
is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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